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INC: ENVELOPE ENCRYPTION TO PROTECT DISGNOSTIC LOG FILES

Envelope encryption to protect diagnostic log files
Abstract
This disclosure describes a method to protect diagnostic files against being read by unauthorized parties.
Using this method, a public key can be stored on the device and used to encrypt diagnostic files, which
can then only be read using the corresponding private key. This approach could be extended to protect
any files generated by a device during transit to an authorized party.

There is an OpenSSL wiki page describing how to implement envelope encryption:
https://wiki.openssl.org/index.php/EVP_Asymmetric_Encryption_and_Decryption_of_an_Envelope
Description
Envelope encryption uses both asymmetric and symmetric encryption to provide public‐private key
based encryption for large files. Asymmetric encryption guarantees that the output file cannot be
decrypted, even with knowledge of the public key used to encrypt it. However, asymmetric encryption is
comparatively slow and can unnecessarily enlarge a file due to required block sizes.
Symmetric encryption is fast and can produce a file of near‐equal size to the input, but requires that the
symmetric key be known by both the sender (the device) and the receiver (an authorized party). This key
could be extracted from the device by attackers and used to decrypt a diagnostic file.
Envelope encryption provides the best of both solutions by symmetrically encrypting the content using a
randomly generated one‐time symmetric key, then encrypting that key using the asymmetric public key
stored on the device. The symmetric key is then discarded, and the file's content can only be read by
using the asymmetric private key (held by an authorized party) to access the symmetric key. That key
can then be used to decrypt the body of the file into the original content.
Steps to perform encryption:
1. A random key is generated by the device. This will be the key used in symmetric encryption.
2. A random initialization vector (https://en.wikipedia.org/wiki/Initialization_vector, "IV") is generated
by the device.
3. The input content is symmetrically encrypted using the generated symmetric encryption key
(through an algorithm like AES) and the initialization vector.
4. The symmetric encryption key is itself asymmetrically encrypted using the public key residing on the
device (through an algorithm like RSA). The symmetric encryption key is discarded and only the
encrypted version of the key remains.
5. A file is created containing the IV, asymmetrically‐encrypted symmetric encryption key, and the
symmetrically encrypted content.
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One file format to represent the encryption result contains a header (composed of a file format
identifier, file version, and bytes reserved for future use), IV, encrypted key, and encrypted content as
shown:

Other file formats are possible.
Steps to perform decryption:
1. The header is read from the file and compared to an expected format. If the header is in an
unexpected format, abort the decryption process.
2. The IV, encrypted key, and encrypted content are read from the file.
3. The encrypted key is decrypted using the private key (matching the public key used by the device)
held by the authorized party.
4. The now‐decrypted symmetric encryption key is used, along with the IV, to decrypt the
symmetrically encrypted content.
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This diagram represents the data flow through the encryption, storage, and decryption steps:
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